Lake Preston School Board Adopted August 14, 2017

LAKE PRESTON SCHOOL DISTRICT
7-12 ACCEPTABLE USE POLICY (AUP) FOR DISTRICT COMPUTER NETWORK

District Information:

The District’s Acceptable Use Policy (AUP) is to prevent unauthorized access and other unlawful activities
by users online, prevent unauthorized disclosure of or access to sensitive information, and to comply with
the Children’s Internet Protection Act (CIPA) and the District’s Internet Safety Policy. As used in this
policy, “user” includes any student using the computers, Internet, email, chat rooms and any other forms of
direct electronic communications or equipment provided by the District regardless of the physical location
of the user. The AUP applies even when District equipment is used off of District property.

The District will use technology protection measures to block or filter, to the extent practicable, access of
visual depictions that are obscene, pornographic, and harmful to minors over the network. The District
reserves the right to monitor users’ online activities and to access, review, copy, and store or delete any
electronic communication or files and disclose them to others as it deems necessary. Users should have no
expectation of privacy regarding their use of District property, network and/or Internet access or files.

Regulations:

The privilege of using the technology resources provided by the Lake Preston School District is not
transferable or extendible by students to people or groups outside the district and terminates when a student
is no longer enrolled in the District. This policy is provided to make all users aware of the responsibilities
associated with efficient, ethical, and lawful use of technology resources. If a person violates this policy,
privileges may be terminated, access to the school district technology resources may be denied, and the
appropriate disciplinary action shall be applied.

Lake Preston Students are required to follow this policy and to confirm their consent to this policy annually
or when the accounts are established for a limited educational purpose. The term "educational purpose"
includes classroom activities, continuing education, professional or career development, and high-quality,
educationally enriching personal research.

Unacceptable Uses of the Lake Preston Computer Network or Internet:

The District Internet system has not been established as a public access service or a public forum. The
district has the right to place reasonable restrictions on the material you access or post through the system.

These are examples of inappropriate activity on the District network, but the District reserves the right to
take immediate action regarding activities (1) that create security and/or safety issues for the District,
students, employees, schools, computer resources, or (2) that expend District resources on content the
District in its sole discretion determines lacks legitimate educational content/purpose, or (3) other activities
as determined by District as inappropriate.

o Violating any state or federal law or municipal ordinance, such as: Accessing or transmitting
pornography of any kind, obscene depictions, harmful materials, materials that encourage
others to violate the law, confidential information, plagiarism or copyrighted materials;
Criminal activities that can be punished under law;

Downloading programs or files that can be hazardous to the network without permission;
Selling or purchasing illegal items or substances;

Students knowingly accessing or bringing prohibited materials into the school environment
may be subject to suspension and/or the termination of their privileges and will be subject to
discipline in accordance with the district’s policy and applicable administrative regulations.



o Prohibited Material may not be accessed at any time, for any purpose. The district
designated the following types of materials as Prohibited: obscene materials, child
pornography, material that appeals to a prurient or unhealthy interest in, or depicts or
describes in a patently offensive way, violence, nudity, sex, death, or bodily functions,
material that has been designhated as for "adults" only, and material that promotes or
advocates illegal activities.

Causing harm to others or damage to their property; such as:

o Using profane, abusive, or impolite language; threatening, harassing, or making damaging
or false statements about others or accessing, transmitting, or downloading offensive,
harassing, or disparaging materials;

o Deleting, copying, modifying, or forgoing other users’ names, emails, files, or data;
disguising one’s identity, impersonating other users, or sending anonymous email:

o Damaging computer equipment, files, data or the network in any way, including
intentionally accessing, transmitting or downloading computer viruses or other harmful
files or programs, or disrupting any computer system performance;

o Using any District computer to pursue “hacking,” internal or external to the District, or
attempting to access information protected by privacy laws; or

Engaging in uses that jeopardize access or lead to unauthorized access into others’ accounts
or other computer networks, such as:

o Using another’s account password(s) or identifier(s);

o Interfering with other users’ ability to access their account(s); or

Using the network or Internet for Commercial purposes:

o Using the Internet for personal financial gain, personal advertising, and promotion; or

o Conducting for-profit business activities and/or engaging in non-government related
fundraising or public relations activities such as solicitation for religious purposes,
lobbying for personal political purposes.

Social Media Use:

o Students may not use social media sites to publish negative remarks, videos, or pictures
about faculty, students, community members, or contest rivals.

o Students may not publish any phone numbers, full names, email addresses or other
confidential information of any students, faculty or other information for any reason.

o Students may not use social media sites to degrade, harass, bully, or discriminate against.

Penalties for Improper Use:

The use of a District account is a privilege, not a right, and misuse will result in the restriction or cancellation
of the account. Misuse may also lead to disciplinary and/or legal action, including suspension, expulsion,
or criminal prosecution by government authorities. The District will attempt to tailor any disciplinary action
to the specific issues related to each violation.

Students shall be responsible for any technology costs, fees, charges, or expenses incurred under the
student’s account in connection with the use of the network or Internet except such costs, fees, charges, and
expenses as the school district explicitly agrees to pay.

Tablet and Network Violations:

Prohibited technology resources activities include, but are not limited to the following:

Computer Tablet Violations:

v

Sending, accessing, uploading, downloading, or distributing offensive, profane, threatening,
pornographic, obscene, or sexually explicit materials. Downloading or transmitting multi-player
game, music, or video files using the school network.

Vandalizing, damaging, or disabling property of the school or another individual or organization.
Accessing another individual’s materials, information, or files without permission.
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Using the network or Internet for commercial, political campaign, or financial gain purposes.
Releasing files, home address, personal phone numbers, passwords, or other vital accessing
information to others.

Promoting or soliciting for illegal activities.

Attempting to repair, remove/install hardware components.

Violating copyright or other protected material laws.

Subscribing to mailing lists, mass e-mail messages, games, or other services that generate several
messages that can slow the system and waste other users’ time and access.

Intentionally wasting school resources.

The consequences of violating this policy are as follows:

The 1%t offense will result in an official warning.

The 2" offense will result in suspension of tablet privileges for 2 weeks.

The 3" offense will result in suspension of tablet privileges for 4 weeks. The 4™ offense will result
in suspension of tablet privileges for the remainder of the school year.

The Network Administration along with the Principal reserve the right to discipline the students based on
the severity of the offense, this may require an office referral to be given to the student and more extreme
measures to be taken.

Computer Network Violations:

v
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Attempting to log on to the Internet or network (servers, routers, switches, printers, firewall) as a
system administrator.

Sending, accessing, uploading, downloading, or distributing pornographic or sexually explicit
materials.

Installing, enabling, launching, or creating programs that interfere with the performance of the
network, internet, or hardware technology resources.

Creating, uploading, or transmitting computer viruses.

Attempting to defeat computer or network security.

The consequences of violating this policy are as follows:

The 1%t offense will result in an office referral along with a 2 week suspension of tablet use.

The 2" offense will result in suspension of tablet use for 4 weeks along with an office referral and
a parental meeting.

The 3" offense will result in suspension of tablet use for the remainder of the school year, an office
referral and a parental meeting.

Depending on the violation, students may also be referred to law enforcement authorities, and may also be
subject to possible long term suspension or recommended expulsion from school.

Student Responsibilities:

Students will be held responsible for maintaining their individual school computers and keeping them in
good working order.

v
v

Computer batteries must be charged and ready for school each day.
Only labels/stickers approved by the Lake Preston School District may be applied to the computer.



v Computers that malfunction or are damaged must first be reported to the Technology Office. The
school district will be responsible for repairing computers that malfunction. Computers that have
been damaged from normal use or accidentally will be repaired with no cost or minimal cost to the
student. Students will be entirely responsible for the cost of repairs to computers that are damaged
intentionally.

v"Accidental tablet damage: Students who have recorded 3 or more instances of accidental tablet
damage may be asked to check their tablet in at the Technology Office or Classroom teacher after
school. Tablets may be checked out again before classes begin the next day. Special permission to
take a tablet home for class work may be permitted by the student’s teacher.

v" Stolen computers must be reported immediately to the Principal’s Office and the police department.

v"Individual school tablet computers and accessories must be returned to the Technology Office at
the end of each school year. Students who graduate early, withdraw, are suspended or expelled, or
terminate enrollment at Lake Preston for any other reason must return their individual school tablet
computer on the date of termination.

Tablet computers remain the property of the Lake Preston School District and must be returned upon a
student’s graduation, transfer or termination. If a student fails to return the computer at the end of the school
year or upon termination of enrollment at LPHS, that student will be subject to criminal prosecution or civil
liability. The student will also pay the replacement cost of the computer. Failure to return the computer will
result in a grand theft report being filed with the Kingsbury County Sheriff’s Department.

Computer Protection and User Costs:

The Lake Preston School District will be assessing tech fees to the students based on repair or replacement
costs throughout the school year. These fees will include, but are not limited to, costs accrued from damage
caused by liquid spills, accidental drops, power surges, natural disasters, fire, theft, loss, misuse, abuse,
accidents, computer viruses, intentional or frequent damage, and cosmetic damage. Machine failures or
faulty construction will not be assessed fees but will be taken care of at the School District’s cost. Please
report all tablet problems to the Technology Coordinator.

Lost or stolen accessories and items will be replaced basing the cost on the replacement value at the time
of the reported incident. The Lake Preston School District will also be assessing a fee based on the excessive
damage to the overall appearance and general use of the tablet.

The Lake Preston School District recognizes that with the implementation of the tablet computer initiative
there is a need to protect the investment by both the District and the Student/Parent.

The Lake Preston School District recommends that you place your child/children’s machine on your home
owner’s policy to help cover some of the larger costs.



